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In order to deal with changes in the security environment due to the development of 

automated driving systems and new international regulations, we are performing two 

research activities.

Background and Research Objective

Securityrisk in connected-system are increasing

Changes in automotive security 

UNECE WP29 UN-R155/R156

New international regulation

World forum for harmonization of vehicle 

regulations working Party 29 (WP29)

Activity A. Development of  IDS Evaluation Method and Guideline
ResearchQuestion: What methods, procedures, environments are required to evaluate  in-vehicle IDS?

Activity B. Research on connected car threat intelligence and initial response support
ResearchQuestion:What kind of methodis available to collect and accumulate threat information for vehicles?

:What information required to support initial incident response for vehicles?
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We consider in-vehicle IDS and threat intelligence sharing to be the cooperative are 

across the automotive industry.

Research scopes

V-SOC

PSIRT

Threat information 

sharing system

Report

Sharing

information

Honeypot etc.

Attack

Hand over the basic design of threat information sharing system 

for initial incident response to industry group.

Attack

Monitoring

Initial response

A. Development of  IDS Evaluation Method and 

Guideline

B. Research on connected car 

threat intelligence and initial 

response support

Cooperative areaCompetitive area

Detection

IDS

Hand over the in-vehicle IDS evaluation methods and guideline to  industry 

group.
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a. Development of IDS Evaluation Method and Guideline



a. Development of IDS evaluation methods and guidelines

Conduct research on evaluation method for on-board IDS and develop IDS evaluation 
guideline whichcan be used during product development to contributes to the entire 
automotive industry in improving after productionvehicle security.

Purpose of the IDS evaluation guideline

WP29 UN-R155 sets requirements for the 

manufacturers to enable the vehicles to detect 

and respond to cyber-attacks.

Regulations

Research IDS evaluation method for ñCyber-attack detection and vehicle recoveryò and document 

as a ñIDS evaluation guidelineò to contribute to the improved cybersecurity for automotive 

industry.

Activity a. Objectives and directions

Background related to post-production cybersecurity

Each manufacturer should specify the scope of

attack to bedetected as there are no existing 

regulationsnor guidelines in this regard.

Industry Practices

Activity a.

ProductionDevelopment Operation Disposal

Detec

tion

Improved post-production vehicle security

Suppor

ted

Reco

very
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We assumed the case of using an off-the-shelf type IDS in which basic functions are 

implemented. We have developed guidelines to provide reference information for OEMs 

and suppliers in the selection and implementation of IDS.

Objective of IDS assessment guideline

Implementation
Single unit and 

connection

System test
Design

Detailed CS 

requirements(*1)

CS designs

IDS update (*2)

By RFI

Desktop evaluation

For PoC

Evaluation of actual 

equipment

Selection of IDS
Pen. test

OEM's

CS Goal /CS Concept

OEM's

Threat analysis

Process

Relevant

Processto the Guideline

Updated by new cyber-threat

1

4

5

6

2

3

(*1) Perform a risk assessment based on the functions of the vehicle and assumed vulnerabilities. Define detailed CS requirements. Applicable to refinement of 

cybersecurity requirements of ISO/SAE 21434.

(*2) Organize the detection capabilities required by IDS from new threats. Update IDS detection rule-definition files and programs as needed.

Off-the-Shelf IDS

Development process

Create the evaluation items and test procedure templates used in IDS selection process ()Objective 1

Show how to create attack scenarios and derive IDS requirements in the process of OEM/ supplier's IDS (

)
Objective 2
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As a precondition, the content of the Guideline is a requirement and assessment perspective 
to be considered by OEMs/ suppliers, and does not imply that the requirements listed in the 
Guideline must be met, and that testing must be done in the way of the Guideline.

Approach: Scope of the IDS evaluation guidelines

a. Development of IDS evaluation methods and guidelines

Policy 

1

Evaluate the outline at a level of detail that is comprehensive and 

comparable to IDS

Policy 

2

Evaluate whether or not a hypothetical attack equivalent to that of a past

attack can be detected and analyzed

Policy 

3

Perform IDS actualmachine tests in a test environment that can be 

easily prepared
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Activity Policy: IDS Evaluation Guideline Development

a. Development of IDS evaluation methods and guidelines

Following approach will be taken to develop IDS evaluation guidelines and transferto 
theindustry groups.

Deployment for practical 

use

Develop IDS Evaluation 

Guideline

IDS Evaluation

Identify basic test 

items/investigate method

Investigateevaluation 

perspectives based on the 

specifications

Investigate Basic IDS 

functionality

Investigate open sourceinformation on the latest attack cases against 

the vehicle, and investigate and arrange the elements to be detected 

by the in-vehicle IDS.

Summarize IDS evaluation perspectives as "Specification evaluation items". 

The output is validated/reviewed through interviews with OEMs and IDS 

vendors.

Based on the output of [1] and OEM interviews results from [2], draft "Basic 

Test Case" is prepared by arranging the perspectives to be evaluated using the 

actual IDS at the IDS selection and verification stage.

The validity of the draft of the "Basic Test Case" from [3] is verified through 

tests using test-bed, vehicle bench, etc. and an actual IDS, and challenges are 

identified.

The challenges identified in [4], the "basic test case" is reviewed, and the 

"method to identify test requirements from new threats" is identified in similar a 

manner as identifying the "basic test case" from the attack case.

The output of [1-5] are consolidated into "IDS Evaluation Guideline" and 

transferred to relevant industry groups, leading to practical development and 

operation in the automotive industry.

5
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a. Development of IDS evaluation methods and guidelines

Develop drafts of "Specification evaluation items" and "Basic test cases" based on 
attack information and papers on past cars, public information survey on IDS products, 
etc. and conduct interviews with OEMs and IDS vendors, and conduct IDS actual 
machine surveys to verify the validity.

Activity a. Approach (1/3)

Identify basic test items/investigate test 

method

Investigate evaluation perspectives based on 

the specifications

Investigate open sourceinformation on the latest attack 

cases against the vehicle, and investigate and arrange 

the elements to be detected by the in-vehicle IDS.

Summarize IDS evaluation perspectives as 

"Specification evaluation items". The output is 

validated/reviewed through interviews with OEMs and 

IDS vendors

1 2

ÅWeb attack information, papers

ÅResults of FY2019 Attack Scenario Survey and 

Analysis

ÅDetection function required by IDS (security event)
ÅDisclosure of IDS information (including results in 

fiscal 2019)
ÅOEM, IDS vendor interview

ÅDetection function required by IDS (security event) ÅList of Specification Evaluation Items

INTPUT

OUTPUT

INPUT

OUTPUT

8



a. Development of IDS evaluation methods and guidelines

Develop drafts of "Specification evaluation items" and "Basic test cases" based on 
attack information and papers on past cars, public information survey on IDS products, 
etc. and conduct interviews with OEMs and IDS vendors, and conduct IDS actual 
machine surveys to verify the validity.

Activity a. Approach (2/3)

Identify basic test items/investigate test 

method
IDS Evaluation

Based on the output of [1] and OEM interviews results 

from [2], draft "Basic Test Case" is prepared by 

arranging the perspectives to be evaluated using the 

actual IDS at the IDS selection and verification stage.

The validity of the draft of the "Basic Test Case" from

[3] is verified through tests using test-bed, vehicle 

bench, etc. and an actual IDS, and challenges are 

identified.

3 4

ÅPapers and guidelines (NIST SP800-94, etc.)

ÅDetection function required by IDS (security event)
ÅBasic Test Case (Draft)

ÅBasic Test Case (Draft)

ÅOutcomes of examining the test environment
ÅBasic test case

INTPUT

OUTPUT

INPUT

OUTPUT
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a. Development of IDS evaluation methods and guidelines

Develop drafts of "Specification evaluation items" and "Basic test cases" based on 
attack information and papers on past cars, public information survey on IDS products, 
etc. and conduct interviews with OEMs and IDS vendors, and conduct IDS actual 
machine surveys to verify the validity.

Activity a. Approach (3/3)

Develop IDS Evaluation Guideline Deployment for practical use

The challenges identified in [4], the "basic test case" is 

reviewed, and the "method to identify test 

requirements from new threats" is identified in similar 

a manner as identifying the "basic test case" from the 

attack case.

The output of [1-5] are consolidated into "IDS 

Evaluation Guideline" and transferred to relevant 

industry groups, leading to practical development and 

operation in the automotive industry.

5 6

ÅBasic test cases (including derivation methods)

ÅSpecification evaluation items
ÅIDS evaluation guideline (draft)

ÅIDS evaluation guideline (draft) ÅIDS evaluation guideline (First issue)

INTPUT

OUTPUT

INPUT

OUTPUT
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The method to derive the detection criterion from a certain past case was examined on  
₈policy 2: Evaluate whether or not a hypothetical attack equivalent to that of a priors 
attack can be detected and analyzed₉ shown in the activity policy.

Criteria method of detect function

a. Development of IDS evaluation methods and guidelines

1. Obtaining and 

determining 

attack cases

2. Scenarios of 

attack cases and 

mapping of 

security events

3. Abstraction of 

attack scenarios

4. Creating 

assumed attack 

scenarios

5. Judgment of 

whether to make 

the assumed 

attack scenarios 

requirements

6. Derivation of 

detection feature 

requirements

# Overview

1 Select attack cases to be detected by obtaining attack cases.

2
Attack cases are decomposed into attack procedures for each vehicle component, requirements and objectives 

for establishing attacks are added, attack scenarios are created, and security events that may occur in each 

attack procedure are mapped.

3 Abstract attack scenarios to derive attack scenarios that are "equivalent" to attack cases.

4
Taking into account the specifications of IDS-equipped vehicles and the possibility of vulnerability, the 

abstraction attack scenario will be implemented in IDS-equipped vehicles, and the attack scenario that may 

be established in IDS-equipped vehicles will be created.

5
Consider specific actions according to the risk assessment methods and response methods defined by OEM/ 

supplier for the assumption attack scenario.

6
Of the security events that may occur in the in-vehicle network due to an attack, those that should be detected 

by IDS are selected and derived as a requirement.
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Scope Event Security Event Examples

Network

Behavior of context conflicts on in-

vehicle NWs

Sending control messages that do not affect basic operation at timings 

inconsistent with the running state, and sending valid diagnostic messages at 

timings inconsistent with the running state

Attacks on the UDS protocol Attacks on the UDS protocol

Physical connection of fraudulent 

devices to the on-board NW
Connecting External Devices to OBD I/F

Fuzzing attacks on in-vehicle NWs Fuzzing attacks from OBD I/F

Host

Fraudulent behavior Invoking a system call library from an unspecified process

Illegal external communication Communication with a source/destination outside the car that is not permitted

Invalid file system operation Changing Attributes of Important Files (Permissions, etc.)

Fraudulent app installation Installation of regulation apps

Invalid log Invalid system logs, application logs

Unspecified frequency of errors
Request Processing Errors to External Public Services More Than a Certain 

Number of Times per Hour

High load High CPU and memory load conditions

Changing the Firmware Changing the Firmware

The securityconferenceweb informationandvulnerability information held by 2020
were examined,and 12 casesdirectly relatedto the vehicle were analyzed,and the
securityeventwasderived.

Research on fundamental IDS functions (1/3)

a. Development of IDS evaluation methods and guidelines

Cases Cases analyzed in detail

Web information and vulnerabilityinformation 1329 6

Research Paper 1062 6

Total 2391 12
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The 12 cases covered are as follows.

Research on fundamental IDS functions (2/3)

a. Development of IDS evaluation methods and guidelines

Information source Attack Case Overview

USENIX Security '20 

Technical Sessions

In BT/WiFi wherethe authenticationfunction is defective,OBD donglewasconnected,andthe messagewhich disables

theremotelock wasinjectedinto thein-vehiclenetwork,andthevehiclecouldbestolen. [HaohuangWen,2020]

Blackhat USA 2015
In FCA JeepCherokee,thevehiclecanberemotelyaccessedfrom anyterminalon theNW of Sprint,thehost(OMAP) of

HU/TCU canbeaccessedby SSHto theexposed6667, andtheFW of theCAN controller(V850) canbe rewritten,and

anyCAN message(steering,braking,etc.) canbetransmittedthroughtheSPI. [Dr. CharlieMiller, 2015]

Vulnerability 

information

Thebuffer overflow vulnerabilityof theBT moduleof theDCU (DisplayControlUnit) suchasToyotaLexusis usedto

automaticallyconnectto an externalWiFi AP, andthe firmware of the CAN controller is tamperedwith to overridethe

messagefiltering function,anddiagnosticmessagescanbe sentto theCAN busby connectingWiFi to the vehiclefrom

theoutside. [Lab, 2020]

Blackhat USA 2019
A commandcanbesentto aservicewaiting on theTCPport throughOBD I/F or USB I/F of theHU of theBMW, a CAN

messagecanbesentto K-CAN usingTOCTOUvulnerabilities,andanECU canberesetor aseatscanbemovedbackand

forth throughtheUDSmessage. [ZhiqiangCai,2019]

Blackhat USA 2019
By inserting the updatemanagementfile of the crafted navigationfrom USB I/F of HU of BMW, and utilizing the

vulnerabilityof theprocessto analyzetheupdatemanagementfile, it waspossibleto resetanECU canberesetor a seats

canbemovedbackandforth throughtheUDSmessage. [ZhiqiangCai,2019]

Blackhat USA 2019
A bogusbasestationwasinstalled,andthe responseof BMW ConnectedDriveservicewasrewritten,andthe attacker's

webserverwasaccessed,andanECU canberesetor a seatscanbemovedbackandforth throughtheUDS messageby

utilizing thevulnerabilityof thebrowser,etc. [ZhiqiangCai,2019]

Blackhat USA 2019
A bogus basestation sent a NGTP (BMW RemoteService) messagefor ConnectedDriveover SMS, allowing for

unauthorizeduseof functionsfor remoteservices(suchasopeningdoors,horns,lights,etc.). [ZhiqiangCai,2019]

Blackhat USA 2019
With BMW's vehicle, MITM attacks for communicationbetweenfalse base stations and vehicles are performed,

signaturesfor Provisioningdataaretamperedwith, andthebuffer overflow vulnerabilityof TCU is utilized to resetECU

andmoveseatbackandforth throughUDSmessages. [ZhiqiangCai,2019]

Web information
In Viper'ssmartalarms,a vulnerability in theservers'APIs could impersonatelegitimateusersandtrackvehicles,or shut

downengines. [PARTNERS,2019]

Vulnerability 

information

In Daimler Mercedes-Benz Me App, after stealingaccesstoken usedbetweenthe applicationand the server,it can

impersonatethelegitimateuser,log in to theserver,vehiclefunctions(suchaslocking/unlockingthedoorthatcanbeused

throughtheapplication)canbeused. [NVD, CVE-2018-18071Detail,2018]

Vulnerability 

information

Sincetherewereonly 256 combinationsfor SecurityAccess,the attackercould calculatethe keysandbloat theairbags.

[NVD, CVE-2017-14937Detail,2017]
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The IDS basic requirements derived from the analysis results of the cases are as 
follows.
The specific basic requirements is stated only in the guidelines.

Research on fundamental IDS functions (3/3)

a. Development of IDS evaluation methods and guidelines

Major class Small classification ID

De t ec t i o n

Function

No falsepositives
SD-FP-1

SD-FP-2

Error in the data of a singlemessage

SD-TP-1-1

SD-TP-1-2

SD-TP-1-3

Transmissioncycleerror
SD-TP-2-1

SD-TP-2-2

Error in relation to previous/next

message

SD-TP-3-1

SD-TP-3-2

Context error

SD-TP-4-1

SD-TP-4-2

SD-TP-4-3

SD-TP-4-4

Statuserror of in-vehicleNW SD-TP-5-1

Attacks on diagnosticprotocols

SD-TP-6-1

SD-TP-6-2

SD-TP-6-3

SD-TP-6-4

SD-TP-6-5

SD-TP-6-6

SD-TP-6-7

SD-TP-6-8

Logging Function

SL-1-1

SL-1-2

SL-1-3

Notification Function SN-1-1
14



Based on "Policy 1: Evaluate the outline at a level of detail that is compprehensive and 
comparable toIDSñ, a specification evaluation perspective was derived using the 
following flow.

IDS Specification Evaluation Perspectives (1/3)

a. Development of IDS evaluation methods and guidelines

Selection of 

elements for 

evaluation 

perspectives

1 Derivation of 

evaluation 

perspective 

(each combination 

of elements)

2

Review of 

Asking Methods

3

IDS

Specification 

investigation

4
Correction of 

evaluation 

perspectives and 

Asking Methods

5

Desktop review
IDS specification 

investigation
Correction

# Overview

1
The quality characteristics of ISO/IEC 25010 System/Software Product Quality Model, which organizes 

IDS's product life cycle and software quality, are selected as the perspective of evaluation.

2
Considerationan evaluation perspective on the characteristics referenced and used in each phase of the 

product lifecycle so that you can fully evaluate 1.

3
Create a list of questions to IDS vendors to assess whether the assessment perspective discussed in 2 is a 

degree of detail that can compare IDS.

4
Based on the created questions list, interviews with IDS vendors (Panasonic Corporation (Japan), ETAS 

Corporation (Germany), and Arilou Information Security Technologies (Israel)) are conducted to verify the 

validity of the specification evaluation perspectivesand the content of the questions.

5
Finalization of the specification evaluation perspectives based on verification results, JASPAR, and feedback 

from OEMs who are assumption readers.
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The questions to IDS vendors are as follows.

IDS Specification Evaluation Perspectives (2/3)

a. Development of IDS evaluation methods and guidelines

 Proof of Concept. Verification the feasibility of new ideas and concepts and the effects that can be obtained from them.

Security 

Function 

Classification
Function Item

Basic 

Specificati

ons

Form of provision

Form of offering a commercial version

IDS provided for PoC

Supported platforms (for SW provide)

Product Type

Protocol

Supported In-vehicleNetwork Protocols

Supported Top CAN Protocols

Supported Top Ethernet Protocols

Other

Detection method

Amount of used memory

SOC linkage

Communication function outside the car

Detection

Detection Settings

Necessity of DBC file

Information required in addition to the DBC file

Availability of setting tool

Threshold specification parameter

Detection
Security events to be detected

How IDS vendors adjust detection parameters

Supported

Logging/Notification 

Setting Method
Logging/Notification Setting Method

Logging
Steady-state logging items

Logging items at detection

Notification Notification Items on Detection

Detailed analysis Availability of log analysis support tool

Recovery Update
Update target (Physical port used)

Update target (using OTA)

Question Option

Select the 

security 

event to be 

detected.

Load condition error of in-vehicle network

Connecting unknown external devices or sending 

messages

Communication protocol error

Operation outside the specifications of the vehicle 

(transmission cycle, data threshold)

Operation that differs from the normal state of the 

vehicle defined in the rule (e.g., an error such as a 

threshold value for a change in the value)

Operation impossible as a vehicle condition (door open 

during high-speed running, etc.)

Operations that cannot be considered as the driving 

environment recognized by the sensor (left turn steering 

operation in the right curve, etc.)

Deviation from rules for source and destination (IP, port-

based)

Others()
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A consideration of the answers to the question list, for the three IDS vendors (six 

products), is as follows.

IDS Specification Evaluation Perspectives (3/3)

a. Development of IDS evaluation methods and guidelines

Sincetheresultsof theanswersweregenerallysamefor eachcompany,eachcompanysupports

the basic detection function, and it is difficult to make a big difference in the nominal

specifications,soit is notpossibleto makea comparativeevaluationof eachcompanybasedon

this item alone. On the other hand,part of the functional specifications,suchas the type of

protocol supportedand the detection function of external device connection,are vendor-

specific.

1. Security events

It is a prerequisitethat each companyis supportedor can be customized,and basically

customizedbasedon OEM requirements. Therefore,by knowing the gap betweenthe

functionality requiredfor IDS asOEM and the flexibility of the customizationfunction, it is

consideredthatthecomparisonof IDS is possibleto someextent.

2. Logging/notification method

As therearedifferencesbetweenvendorsthat exist asservicemenusandvendorsthat do not,

this item is considereduseful for comparisonand examinationswhen analyzing IDS

monitoring, analysisafter detection,and support for responseand recovery as neededare

included.

3. V-SOC operation services
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Basic Test Case (1/6)

a. Development of IDS evaluation methods and guidelines

Filter conditions

1. Published in the past (2019-2021) 1 , occurring in attacks against 2 vehicle to which any IDS 

should respond, and/or;

2. It affects the basic operation (driving, steering, and braking) of the car.

1. To take advantage of cases that have occurred in the past (see WP29 UN-R155 7 2.2.2 (f))

2. Attacks that are considered applicable to other vehicles rather than attacks using vulnerabilities of special specificationsof vehicles

Information collection and analysis Extract

Filter

Attack case

Paper

Product

Public 
documents

Information source

Security events

Analysis

Basic Test Requirements

The Security events identified from the attack cases that meet certain conditions are 
definedas basic test requirements.
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The basic test case summarizes the minimum points to be tested in the software unit test 

when IDS is selected or verified. The sections to be described are as follows.

Basic Test Case (2/6)

a. Development of IDS evaluation methods and guidelines

Category Item Description

Testpoints

TestCaseID DescribetheID

TestCaseName Describethenameof thetestcase

Purpose Describethepurposeof thetestcase

SEvto bedetected DescribetheSEvto bedetected

Type of attack msg to be

injected
Typeof attackmsginjectedfor testing

Prerequisites Describetherunningconditionof thevehicle

DerivedSourceAttack Case Attack CaseDerivedfrom aTestCase

Testmethods

Testenvironment Describeeitherthesimulationenvironmentor thetestbedenvironment.

Prerequisitespecifications

of in-vehicleNW
Describethespecificationsof vehiclesequippedwith IDS (vehiclesequippedwith IDS).

TestProcedure
Describethetestprocedureafterbuilding thetestenvironment.

Add sequentialnumbers(1., 2., andsoon) to eachviewpoint.

Expectedvalue

Describetheexpectedvalueof thetestresult

<HopeDetectionTestCase(SD-FT-*, SD-TP-*)>

Theguidelinespecifiesthattheseinformationwill beoutputto theIDS detectionlog.

Numberof detection: Numberof detected

Detectionbus: busdetectedby IDS asSEv(seenextslide)

DetectionType: DetectionType(seenextslide)

Reasonfor detection: Reasonfor detection(seenextslide)

Messageto bedetected

Remarks Describetheprecautionsfor implementationof theevaluation.
19



The definitions of the expected values (detection bus, type, and reason) of the basic test 

case items listed on all slides are as follows.

Basic Test Case (3/6)

a. Development of IDS evaluation methods and guidelines

Possible Values Description
I Informationbus

C Controlbus

D Diagnosticbus

Detection Type Description
Specific Detect specific messages

Range Detect specific time intervals

Reason for detection Description
Incorrect ID Invalid ID

Range Rangeof incorrectdata

Cycle Illegal transmissioncycle

Variation Amountof changein incorrectdata

Order Fraudulenttransmissionorder

Amount Amountof fraudulentmessages

Diag UDS UDSprotocolviolation

Diag OBD OBD protocolviolation

Diag DoCAN DoCAN protocolviolation

Diag Err Receivingerrorresponses(includingnegativeresponses)

Detection bus definition

Detection Type Definition

Detection reason definition
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An example of a fundamental test case is shown below.

Basic Test Case (4/6)

a. Development of IDS evaluation methods and guidelines

Category Item Content

Test points

TestCaseID SD-TP-1-2

TestCaseName
Detectingthe extentof illegal databy injecting the PT/chassismsg, body system

msg

Purpose Verify thatmessagesthatviolateadefinedrangeof signalvaluesaredetected.

SEv to bedetected Rangeof incorrectdata

Type of attack msgto be injected PT/Chassismsg,BodySystemmsg

Prerequisites Driving condition: Constantvelocity driving

Derived SourceAttack Case
OBD2dongle/Wen(USENIX'20)-2

JeepCherokee(BHUSA2015)

Test methods

Testenvironment Simulationenvironment

Prerequisite specifications of in-

vehicleNW
Vehiclespeedsshouldnot exceedbetween0 km/h and140km/h.

TestProcedure

1. The loggingdataof the control systembusof the actualvehicleis injectedinto

thecontrolsystembusof CANoefrom [ReplayBlock].

2. A total of threemessagesof 141, 142, and 143 Km/h in <Vehicle Speed>are

injectedto CANoecontrolsystembusat anytiming, onemessageat a time from

[i -Generator](by pressingthekey setat theinjectiontiming).

3. Confirming thatthelog asexpectedis outputin theIDS detectionlog.

Expectedvalue

Numberof detectionmessages: 3

Detectionbus: C

DetectionType: Specific

Reasonfor detection: Range

Detectionmessages: {attackmsg}

Remarks
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Assumptiontestenvironmentscanbebroadlydivided into the following threecategories. Among them,
sincethe costof thevehicle(bench)environmentis largerthanthe simulationenvironmentandthe test
bedenvironmentin thetestenvironmentconstruction,this paperexaminesit on theassumptionthat it is
carriedout in eitherof thelattertwo.

Basic Test Case (5/6)

a. Development of IDS evaluation methods and guidelines

Simulatedenvironment Test bed environment Vehicle (bench) environment

A test environment that does 
not use an actualECU. The 
in-vehicle network is 
reproduced on the software.

An environment constructed 
with the minimum necessary 
hardware that meets the test 
requirements.

An environment in which an 
input device equivalent to an 
actual vehicle, an ECU, and 
an actuator are connected.

IDS

On-board NW with software

You simulate.

While simulating the on-board NW,

To meet testing requirements (attacks)

You enter a message in IDS.

Virtual ECU (CGW)

Virtual 

ECU

Virtual 

ECU

Virtual 

ECU

ECUECU IDS

CGW GW

IDSECU

Actuator

Control 

system

ECU

Actuator

Control 

system
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The basic configuration assuming the basic test case is as follows.

Basic Test Case (6/6)

a. Development of IDS evaluation methods and guidelines

Virtual 

Diagnostic 

Port-Attached 

Device 

(CANoe)

IDS environment

Dedicated HWs or PCs (Linux + Virtual Environment)

Simulation environment Test bed environment

IDS

Virtual In -

vehicle

Network 

Environment

(CANoe)

Attack

Node

Replay

Node

Input -i Input -c Input -d

V
ir
tu

a
l 
in

fo
rm

a
ti
o

n
 b

u
s

V
ir
tu

a
l 
c
o

n
tr

o
l 
b

u
s

V
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tu

a
l 
d
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g
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o

s
ti
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u
s

Attack

Node

Input -d

V
ir
tu

a
l 
d

ia
g

n
o

s
ti
c
 b

u
s

ECU

Response

Attack

Node

Attack

Node

IDS environment

Dedicated HWs or PCs (Linux + Virtual Environment)

IDS
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The IDS actual machine test is not intended to evaluate IDS, but to verify the validity of 
the basic test case. The implementation system and contract form of the actual machine 
test are shown below.

Verifying Test Cases with IDS Actual Machine Test (1/5)

a. Development of IDS evaluation methods and guidelines

Organizational Chart of IDS Test 

ARILOU

ETAS

OEM A

Provision of 

vehicle parts, etc.
Outsourcing of 

development
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The basic test case is a baseline from the evaluation point of view, and some of the test methods and 
expected values need to be adjusted according to the specifications of the target vehicle (ECU) and IDS. In 
the actual machine test, the test method and the required specifications for IDS were adjusted based on the 
specifications of the ECU and IDS provided.

Verifying Test Cases with IDS Actual Machine Test (2/5)

a. Development of IDS evaluation methods and guidelines

Contents of the test method adjusted based on the vehicle (ECU) specifications

1. Thresholdof thesignalvalueto beusedin thetest

2. Preconditionsfor permittingspecificvaluesof the signalvaluesusedin the test(definition of the contextin

whichaspecificsignalvalueis permitted)

3. Maximumallowableperiodicdisruptionof messagesusedin thetest(10%)

4. Maximumbusloadfor eachbus(95%)

Policy for coordinating and implementing test methods based on IDS specifications

a. Testcasesthatcanbetestedwith referenceto othertestcasesareexcluded.

b. Testcasesrelatedto functions(remotefunctions,etc.) that arenot usedin the vehiclein the actualmachine

testareexcluded.

c. Functionsthat areconsiderednot difficult to implement(they canbe developedasrequiredat a costthat is

not toohigh),suchastheoutputof thecumulativenumberof detectionoccurrences,areexcluded.

d. If thebaseIDS is ableto detectSEv,but it doesnot detecttheexpectedvalueof thetestcase(detectioncount,

detectionreason),andif it requiresmorethana certaincostto detectit asexpected,it shouldbeexcludedor

IDS requirementsshouldbeadjusted(whetherit actuallyoperatesasexpectedwhenPoCareusedwith OEM,

or whenit is mountedonamass-productionvehicledependson thecoordinationwith theIDS vendor).
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Among the target itemsexcluded, *a to c are test cases that are excluded based on the adjustment and 
implementation policy of the test method based on the IDS specification defined in the previous slide.
*1-3 are test cases that are excluded based on the specifications of the Base IDS and discussions with 
vendors. The reasons for this are described on the following slide.

Verifying Test Cases with IDS Actual Machine Test (3/5)

a. Development of IDS evaluation methods and guidelines

Major 

class
Small classification Test Case ID ETAS ARILOU

D e t e c t i o n

function

No falsepositives
SD-FP-1

SD-FP-2 Not applicable (*a) Not applicable (*a)

1. Error in thedataof asinglemessage

SD-TP-1-1

SD-TP-1-2 Adjustment (specification of msg) Not applicable (*1)

SD-TP-1-3 Adjustment(prerequisites)
Adjustment (Detection target msg is 

output only to the payload.)

2. Transmissioncycleerror
SD-TP-2-1 Adjustment (detection count)

SD-TP-2-2 Adjustment (detection count)

3. Error in relation to previous/next

message

SD-TP-3-1 Adjustment (specification of msg) Not applicable (*1)

SD-TP-3-2 Not applicable (*a) Not applicable (*a)

4. Contexterror

SD-TP-4-1 Adjustment (detection target msg)

SD-TP-4-2 Adjustment (detection target msg)

SD-TP-4-3 Not applicable (*b) Not applicable (*b)

SD-TP-4-4 Adjustment(prerequisites)

5. Statuserrorof in-vehicleNW SD-TP-5-1

6. Attacksondiagnosticprotocols

SD-TP-6-1 Adjustment(prerequisites)

SD-TP-6-2 Adjustment(prerequisites) Adjustment (Detection reason)

SD-TP-6-3 Not applicable (*2) Adjustment (Detection reason)

SD-TP-6-4

SD-TP-6-5 Not applicable (*a) Not applicable (*a)

SD-TP-6-6

SD-TP-6-7

SD-TP-6-8

LoggingFunction

SL-1-1

SL-1-2 Not applicable (*c) Not applicable (*c)

SL-1-3 Not applicable (*c) Not applicable (*c)

Notification function SN-1-1 Not applicable (*3) 26



Reasons for exclusion from the Base IDS specification (previous slide*1 to 3) are shown 

below.

Verifying Test Cases with IDS Actual Machine Test (4/5)

a. Development of IDS evaluation methods and guidelines

Comment 

number
Reasons for Exclusion

(*1)

ETAS/ARILOU's IDS customizesthe systemfor OEMs. However, in order to shortenthe

developmentperiod,theIDS actualmachinetesthasa minimumspecificationthatoutputsonly

one high-priority detection reason (e.g. "illegal transmissionperiod") when a periodic

transmissionmessageis injected. On theotherhand,theoriginal expectedvaluewasto output

all thecorrespondingdetectionreasonsfor theattackmessage(e.g. "illegal transmissioncycle"

and"invalid datarange"asdetectionreasons).

This time, thetestcasesthathadtheaboveeffectswereexcluded,andtheattackmessageto be

injectedwassetto "not periodicallysend"in thetargetof thedetectionrule,etc. wereadjusted.

(*2)
ETAS'sbaseIDS doesnot supportsequencingor statefuldetectionrules,so sometest cases

wereexcluded.

(*3)

IDS of ARILOU can be output to other CAN busesfor IdsR module of AUTOSAR, for

example,but this time, themessagetransmissionfunctionto theon-boardnetworkwasomitted

in order to shorten the developmentman-hour. For this reason,test casesrelated to the

notificationfunctionwereexcluded.
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The IDS actual machine test environment was constructed based on the basic configuration which was 
assumed when the basic test case was examined, and it was confirmed that the procedure shown in all test 
cases targeted for the test could be carried out as expected. The actual architecture of the IDS-based 
verification by ñArilou Information Security Technologiesò is shown below.

Verifying Test Cases with IDS Actual Machine Test (5/5)

a. Development of IDS evaluation methods and guidelines

Simulation environment Test bed environment
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We had 8 meetings with Jaspar. The guidelines have already been transferred to JASPAR 

in 2022.

Activities for Social Implementation

a. Development of IDS evaluation methods and guidelines

Meeting Name Date Agenda

1st Technical Review 

Meeting
October 9, 2020 ÅExplanationof activity a.

2nd Technical Review 

Meeting
December 18, 2020

ÅEffectivenessof operations

ÅCounselingregardingequipmentprovision

3rd Technical Review 

Meeting
April 14, 2021

ÅUsageScenesof IDS DevelopmentProcessVerification andAssumed

BasicTestCases

ÅScopeof thefundamentaltestcase

4th Technical Review 

Meeting
June 28, 2021 ÅBasicTestCaseTestPerspective

5th Technical Review 

Meeting
July 29, 2021 ÅBasicTestCaseTestMethod

6th Technical Review 

Meeting
October 5, 2021 ÅSpecificationevaluationpoint of view

7th Technical Review 

Meeting
November 18, 2021 ÅExplanationof thepurposeof activity a. (again)

8th Technical Review 

Meeting
February 10, 2022

ÅExplaining commentsfrom OEMs that challengesin launchingIDS

development

ÅVerifying scheduleto transfer
29



b. Research on connected car threat intelligence and initial 

response support



The purpose is to investigate the basic specifications of information sharing systems and 

information collection methods, and to contribute to the improvement of security 

response capabilities in the automobile industry.

Research objective

VAdvantageof informationsharingsystem

OEM

A

OEM

B

OEM

C

Similar attacks

lead tomoredamage

1 2

OEM

A

OEM

B

OEM

C

Sharingsystem

1 2

Informationsharingacross companies

reducesdamage

# Theme Outputs For social implementation

Hand over to 

J-Auto-ISAC

J-Auto-ISAC

Threat information 

sharing

Proactive information 

collecting 

B

Basic specifications for 

information sharing 

system 

Guideline for proactive 

information collecting

We established 2 outputs and hand them over to J-Auto-ISAC for social implementation.
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In activity b, we established ñBasic specifications for information sharing system ò and 

ñGuideline for proactive information collectingò.

We handed them over to J-Auto-ISAC for social implementation.

Outputs details

Outputs

Basic specifications 

for information 

sharing system 

Guideline for 

proactive information 

collecting

Propose an information sharing system what will improve the cyber 

security capabilities of the automotive industry.
purpose

Reader will beé

Å Organizations who promotes information sharing and analysis about 

automotive security

Å OEMs and Suppliers involved in information sharing activities.

Propose how to collect threat information proactively.

This guideline can be used as a reference when OEMs, suppliers.
purpose

Reader will beé

Å Industry groups, OEMs and suppliers who want to proactively collect 

information about attacks on vehicle systems

Purpose and reader
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Activity Policy: Activity b. Research Approach 
Following approach will be taken to develop ñBasic specifications for information 
sharing systemò and ñGuideline for proactive information collectingò,and transferto 
theindustry groups.

1. Basicresearch

We research what 

is Threat 

Intelligence, and 

how is it utilized 

for 

countermeasures.

2. Examine 

methods

The method to 

apply method of 

threat information 

gathering in IT 

sector is 

examined.

3. Examine 

system 

specifications

Information 

sharing system 

ñTo-Beò is 

formulated and 

system 

specification is 

examined.

5. Development 

the basic 

specifications

Based on [2] to 

[4], the basic 

specifications are 

summarized.

6. for social 

implementation

Handover the 

Output created in 

[5] to related 

industry groups.

Basicspecificationsfor information sharing system

Guideline for proactive information collecting

1. Basicresearch

We research how 

do you gather and 

analyze 

information to 

form threat 

intelligence.

2. Examine 

methods

The method to 

apply method of 

threat information 

gathering in IT 

sector is 

examined.

3. Experiment 

collecting 

method

Based on [2], we 

conduct 

experiments and 

evaluate the 

effectiveness of 

the information 

gathering method.

5. Development 

the Guideline

Continuing the 

experiment in [4] 

and summarizing 

it as a guide based 

on the experiment 

and [2] to [4].

6. for social 

implementation

Handover the 

Output created in 

[5] to related 

industry groups.

4. Formulation 

system 

specifications

Formulation the 

specifications and 

verification the 

applicability of 

elemental 

technologies to 

automotive field.

4. Extension 

collecting 

method

Evaluate the 

effectiveness of 

the information 

gathering method 

for the extended 

method of [3] and 

other methods. 33
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b. Research on connected car threat intelligence and initial 

response support

ÉBasic specifications for information sharing system 



Initial response in this activity refers to activities that prevent incidents through 
information gathering during normal times and response activities after an incident 
occurs.

Examination of basic specifications

Phase Description

Identify threats and vulnerabilities related to owned cars and 

systems through information gathering

Take appropriate security measures against identified threats and 

vulnerabilities

Monitoring the vehicle system and detecting events

Respond to incidents that have occurred

Recover incidents that have occurred and take permanent 

measures

S
c
o

p
e

 o
f th

e
 In

itia
l re

s
p

o
n

s
e

 

in
 th

is
 p

ro
je

c
t

Identification

Defense

Detection

Response

Recovery

Preventive 

measures

Counterme

asures for 

incidents
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We expressed "To-Be" by use case. Use cases are derived from frameworks and best 

practices of other industry.

What should an information sharing system ñTo-Beò

Approachfor formulation of the ñTo Beò

CMM for Handling threat information 

Lv. Description

4

Adaptive

The companyis awareof cybersecurityrisks relatedto its productsor ownedsystemsas

well asits supplychain,andcollectsthreatinformationtimely.

Threatinformation is utilized by the companyand its stakeholdersfor incident prevention

andpost-incidentmanagement,andthemethodis formulatedandregularlyreviewed.

Goal for the system

Maturity level derived 

from frameworks

Best practices

Use cases

Use cases

É Frameworks

É Surveys of other industry

How to share and utilize threat 

information effectively?

New technologies

*https://www.ipa.go.jp/security/publications/nist/index.html

*https://www.acq.osd.mil/cmmc/about-us.html
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Some examples of use cases are derived from frameworks and best practices of other 

industry are shown as follows.

Examples: Use cases 

Activity goal

(classification)
Use cases

information sharing Information users analyze unformatted information group

(threat information, vulnerability information, incident

information) and then grasprisks from information relatedto

theircompany.

Information sharers organize and formalize unformatted

incident information as threat information and vulnerability

information. Information usersgrasp risks from information

relatedto theirowncompanies.

information

utilization

Information sharers search for related countermeasure

information basedon formalized information group (threat

information,vulnerability information),and informationusers

applythecountermeasure.

Information sharers search for related countermeasure

information basedon unformattedinformation group (threat

information, vulnerability information, incident information,

countermeasureinformation),and informationusersapply the

countermeasures.

process automationInformation usersformalize and associatetheir own product

informationwith relatedproduct/partinformation.

Information providers formalize information group

(vulnerability information, countermeasureinformation), and

information users compare whether it is related to the

company'sproductandgraspsthenecessarycountermeasures.

Use cases

Anonymizationof the sourceof information is possiblewhen the

informationproviderprovidestheinformation.

Information sharersprovide information userswith background

informationandsources,aswell asindicatorsof informationgroup

(threat information, vulnerability information, incident

information)to theextentpossible.

Information sharing among information users and within some

informationusergroups.

Informationproviderscansettherangeof informationsharing.

Examples of Use cases from frameworks Example of Use cases from surveys of 

other industry
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The basic specifications of the information sharing system are derived from the 

viewpoints of information providers, information sharers, and information users.

Schematic image of the sharing system

Information sharer

Information 

linkage server

Matching 

server

Search serverFormalization 

server

Threats/Vulnerabi-

lities/Incidents
configuration

Information provider

Information sharing 

component

Åsearch form

Åmatching form

Åconfirmation screen

Mail serverFile server

Information user

chat server

configuration

Mail server File server

Mail server File server

Information 

linkage server

Threats/Vulnerabi-

lities/Incidents

Information sharing 

component

Åregistration form

Åsearch form

Åmatching form

Åconfirmation screen

Information sharing 

component

Åregistration form

Åconfirmation screen

Configuration 

management 

server
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We focused on STIX, TAXII, and S-BOM as candidate technologies to realize an 

information sharing system. We verified whether these technologies can be applied to the 

automobile industry.

PoC: Information sharing system

Information sharing system Information user

In
fo

rm
a

tio
n

 S
o

u
rc

e

Information sharing

Information collection

Threat

Information

STIX format

TAXII server to share

OEM/Supplier

SBOM

Supplier

Supplier Supplier

Honeypot CTF

SBOM

SBOM SBOM

Information Provide

Information 

sharing

Make and 

share S-BOM
V-SOC/PSIRT

Å STIX : Can STIX be applied to the description of threat information about automobiles?

Å TAXII : Can the specifications set this time be realized using the functions of TAXII?

Å SPDS-Lite(S-BOM) : Confirm whether it is possible to use the component list described in 

SPDL-Lite for the threat information described in STIX.
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Threat-information from reported incidents wasattempted to be described in STIX 

format. Consequently, though it is able to apply STIX in the reported cases, STIX can be 

used more efficiently by standardizing description rules. 

PoC: STIX

# Target vehicle type Overview

1 Cherokee (Jeep) It is reported that the ECU firmware can be rewritten through the cellular telephone 

network, and BCM such as the vehicle's steering, air conditioner, stereo, etc. can be 

operated illegally for the driving vehicle. (2015)

STIX Objects and Relations
Legend

Approach;

1. Search for automobile attack 

incidents reports

2. Analyze the reports to obtain threat 

information

3. Make the threat information into 

STIX Object

4. Use ñrelationshipòattributeto

describerelationsbetweenobjects
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We constructed a PoC environment and confirmed whether the information sharing 

method defined in the specifications can be realized. With the current TAXII version 2.1, 

it is difficult to complete information sharing with TAXII alone, and it is expected that it 

will be used in combination with other IT technologies.

PoC: TAXII

PoC System

Examples of PoC test cases

Device A

TAXII client

Device B

TAXII server

Device of 

Information 

provider

Device of 

Information sharer

Devices in Information user

Device of supply chain A

Devices in supply chain B

Device D

TAXII client

Device E

TAXII client

Device F

TAXII client

Device G

TAXII client

Device H

TAXII client

Device I

TAXII client

Device C

TAXII server

No information sharing method test case

1 Informationsharingto theentireindustry Informationsharingfrom deviceC to devicesD, E, F, G, H, andI

2 Informationsharingto specificgroupswithin supplychainA After savinginformation from deviceD to deviceC, shareinformation

only to devicesE andF

3 Information sharing to specific individual company within

supplychainA

After savinginformation from deviceD to deviceC, shareinformation

only to deviceE
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Confirm whether it is possible to use the component list described in SPDL-Lite for the 

threat information described in STIX. Since the threat information may not include the 

software name and version name, it can be used efficiently by including the device name 

and manufacturer in the S-BOM.

PoC:SPDX-Lite(S-BOM)

Prepared component information 

Compare SPDX-Lite with STIX 

Item
OEM

name
HW

SW

package

compone

nt

package

Wi-fi

supplier
HW

SW

package

compone

nt

package

processo

r

supplier

HW
SW

package

compone

nt

package

ECU

supplier
HW

SW

package

compone

nt

package

content OEM-A
Hardwar

e_A

Software

_A-1

Software

_A-1-1

Supplier-

B

Hardwar

e_B

Software

_B-1

Software

_B-1-1

Supplier-

C

Hardwar

e_C

Software

_C-1

Software

_C-1-1

Supplier-

D

Hardwar

e_D

Software

_D-1

Software

_D-1-1

No 1 2 3 4 5 6 7 8 9 10 11 12

STIX

Item identity attack-pattern ipv4-addr infrastructure - - - -

content
Jeep

Cherokee

Air

Prime

AR555

0

V850

controller

OMAP

chip
21.28.103.144

Sierra Wireless

AirPrimeAR5550

Renesas

V850

processor

Texas

Instruments

OMAP-

DM3730

system

- - - -

S-BOM

Item - - - - - Creator- Organization DocumentName

content - - - - - Supplier-B Supplier-C Supplier-D
Software_

A-1

Software_

B-1

Software_

C-1

Software_

D-1
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We hope that cyber security in the automobile industry will be improved by referring to 

the basic specifications created in this research study.

Followings show some options to utilize our outputs.

Summary

Å Information sharing activities will be further improved by developing an 

information sharing system based on the specifications and operating it 

continuously.

Å The specifications will help OEMs/Suppliers to cultivate further 

understanding of technology trends in foreign countries and other industries.

Å Promote security research on the connected service side, which each 

company independently investigates and responds to, across the industry.

b. Research on connected car threat intelligence and initial response support
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b. Research on connected car threat intelligence and initial 

response support

ÉGuideline for proactive information collecting



The purpose of this study is to establish a threat information method in the automotive 

industry. We experimented whether it is possible to collect automobile threat information 

using Playground and Honeypot, which are already used in the IT field.

Threat information collectingmethod

ÅEstablishing methods for gathering and accumulationthreat information in the car domain.Purpose

ÅCyber Attacker Properties (Indicators such as IP Address and URL)

ÅAttack operandi(TTPs of attack codes, malware, etc. attempted)

Gathering

information

ÅAttack patterns on connected systems are organized, and the possibility of collecting threat information 

in connected systems is evaluated through actual observation experiments using the threat information 

collection method in the IT field.

Approach

Å In the IT field, various methods have been tested and operated to actively collect threat information on 

the trends of cyber attackers, attack methods, etc., and they are useful for the construction of cyber 

intelligence.

Å In the connected system, the threat information can be collected by the same technique, and cyber 

intelligence can be constructed.What-If

Fixed point 

observation
Honeypot Playground Bug Bounty OSINT gathering

b. Research on connected car threat intelligence and initial response support
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The expectation of honeypot and CTF in this project is not to obtain specific threat, but 

to find out if are the methods beneficial to obtain car-related threat and organize them for 

future use.

Expectation on Playground and Honeypot

Background:

Å At the moment, attacks on connected cars are rare. 

Å In addition, no large-scale targeted attacks on connectedcars, so-called attack 

campaigns, have been identified.

Honeypot and CTF are used to find out the following:

Å Are there actually connected cars being accessed from the 

internet?

Å Are there any devices that have been accidentally exposed to the 

internet?

Å How do virtual attackers (CTF participants) attack cars?

Å What motivates the (virtual) attackers?

b. Research on connected car threat intelligence and initial response support
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The purpose is to investigate what kind of cyberattacks are conducted against connected 

vehicles. Investigate the attacker's motivation (attack purpose) and behavior such as 

access and details.

Purpose: Playground

We want to knowé

Attack,Activity, Behavior
Purpose

ÅTargeting vehicle control, acquisition of 

vehicle information, etc., the participant will 

attempt to attack the target system.

ÅObtain knowledge for quick detection of 

attacks based on observations of attackers' 

attack techniques and methods, etc.

Plan

Participants

Server

Off-board

Vehicle

On-board

System

Attack

Observer

Collecting information

Advantages for playground

ÅAble to know attackerôs motivation and attack procedures.

ÅTrace attackerôs behavior by checking logs.

Å Improve cyber-security measures based on the collected information.
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Webuilt a platform that replicates/mimics the vehicle, connected services (servers and 

user portals or apps) to hold a CTF with the goal of ñHijack the carò

The platform is a cyber attack verification system consisting of a connected server, 

telematics unit, and vehicle simulator.

System configuration of Playground Platform

Connected Part Vehicle Simulator Part

TCU
Web 

Application
Vehicle Sim

Webcast 

System
Database

Server 

Application

Telematics Unit Part

User Application

(Ownerôs portal)

TCU

(Rpi, SIM, Dongle)

Vehicle and dashboard

b. Research on connected car threat intelligence and initial response support
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The platform implements the following main features as connected functions

Users can operate the vehicle (simulator) via connected services.

Platform Features

Connected Service Part Vehicle Simulator Part

Door lock/unlock

turning on the light

horned pipistrelle

Engine start

Air conditioner operation

Vehicle Information Display

active test

For vehicle owners

Function
Functions for Dealers

Vehicle Management

Communication Functions

Send and receive SMS

Simulation

Body ECU

Chassis ECU

Powertrain ECU

Air conditioning and active 

testing

CG Model of Vehicle

TCU communication protocol

(SMS+HTTP)

Owner Portal Screen Management Portal Screen

Telematics 

Unit Part

Functions;

Door lock/unlockfor owners

Active test for dealers

Implement SMS communication methods and request 

relay methods
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Observation and analysis of car attacks by white hat hackers via connected services 

during the contest will contribute to the elucidation of the characteristics and behavioral 

traits of these attacks.

Overall picture of Playground

vehicles

simulator

participant

streaming

Telematics 

Control Unit

Connected 

Service Part

Attempted attack
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In our playground, we defined "web application", "server" and "TCU" as the attack 

surface for the vehicle, and investigated the motivation and attack method.

Playground results

Playground system architecture

Examples of revealed motivations and attacks

Windows Note PCPublic Cloud Raspberry pi

related device

Front part TCU part Testbed part Simulator part

React

Communicat

ion control 

program

CANoe 

Pro
Unity

S
IM

 c
a
rd

U
S

B
 D

o
n

g
le

V
N

16
30A

Server part

Nginx

WebApp

Cent OS
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Component Motivation Tried attacks

WebApp Å API survey

Å Analyze login process and APIs

Å Analyze downloaded JavaScript

Server Å Analyze overall picture of WebApp and the 

usage of APIs

Å WebApp code analysis

TCU Å Compromise TCU Å Survey on buffer overflows and USE-

AFTER-FREE vulnerabilities
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The purpose of Honeypot is to observe ñwhat kind of cyber attacks are received from the 

Internet against vehicle-mounted devices such as routers and gateways which devices are 

exposed to the internet.ò

Purpose: Honeypot

Background Purpose of Honeypot

As car become more automated and 

connected, security issues on vehicles are 

changing.

Our scope of Honeypot is direct attacks on on-board 

devices received from the internet. 
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The point of vehicular honeypot is to attract attackers and obtain insights and knowledge 

of attack trends and attack methods.

Therefore, a system that imitates an on-board device that can be accessed from the 

Internet, exposed it on the Internet, and operates it as a honey pot.

Vehicular Honeypot

TheInternet

Expose a system that imitate an on-

board devices.

A varietyof attackswill receivedon

thehoneypot.

E.g. systemscanning,IoT malware

attacké

By analyzing received attacks (logs), we 

can obtain knowledge of attack trends and 

attack methods.
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