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Background and Research Objective

In order to deal with changes in the security environment due to the development of
automated driving systems and new international regulations, we are performing two

research activities.

Changes in automotive security

New international regulation

Securityrisk in connectegsystem are increasing

| TEB TS U wmae |
| TEED IO | (F7029, ZFHON) |

UNECE WP29 UN-R155/R156

World forum for harmonization of vehicle
regulations working Party 29 (WP29)

Activity A. Development of IDS Evaluation Method and Guideline
ResearclQuestion What methods, procedures, environments are required to evaluadhidcte IDS?

Activity B. Research on connected car threat intelligence and initial response support
ResearclQuestionWhat kind of methods available to collect and accumulate threat information for vehicles?
‘What information required to support initial incident response for vehicles?




Research scopes

We consider irvehicle IDS and threat intelligence sharing to be the cooperative are
across the automotive industry.

for initial incident response to industry droup.
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a. Development of IDS evaluation methods and guidelines

Purpose of the IDS evaluation guideline

Conduct research on evaluation method feboard IDS and develdpS evaluation
guidelinewhich can be used duringroductdevelopmento contributes to the entire
automotive industryn improvingafterproductionvehicle security.

Background related to postproduction cybersecurity

Regulations Industry Practices

WP29 UNR155 sets requirements for the Each manufacturer should specify the scopd of
manufacturers to enable the vehicles to deteg( attackto bedetectedasthere are no existing

and respond to cybattacks. regulationsnor guidelinesn this regard.

Activity a. Objectives anddirections

Research | DS evaluattackmedehedtion @aGybeje hi
as a Al DS evaluation guidelineodo auomaivent rfi bt
industry

Development Production Operation Disposal >
-
tion ted ve

Activity a. ‘ /

| 'f\ Improvedpostproduction vehicle security




a. Development of IDS evaluation methods and guidelines

Objective of IDS assessment guideline

We assumed the case of using artleéshelf type IDS in which basic functions are
implemented. We have developed guidelines to provide reference information for OENM
and suppliers in the selection and implementation of IDS.

Objective 1 || Create the evaluation items and test procedure templates used in IDS selection process (

Show how to create attack scenarios and derive IDS requirements in the process of OEM/ supplier's IDS

)

Off-the-Shelf IDS
Development process Updated by new cybethreat
OEM's e OEM's | J 1 — d 1
{ Threat analysis CS Goal /CS Concept I e
................................. .
[
CS designs System test
[ Process ]

:9 By RFI J@ For PoC
, Single unit and
Implementation .
connection
Relevant
Procesdo the Guideline

Evaluation of actual
(*1) Perform a risk assessment based on the functions of the vehicle and assumed vulnerabilities. Define detailed @8sefpipéoable to refinement of
cybersecurity requirements of ISO/SAE 21434.
(*2) Organize the detection capabilities required by IDS from new threats. Update IDS detectiefinidien files and progmas as needed.

Objective 2

—

. L Desktop evaluation . .
H equipment H
------------------------------- L \

Selection of IDS DetailedCS




a. Development of IDS evaluation methods and guidelines

Approach Scope of the IDS evaluation guidelines

As a precondition, the content of the Guideline is a requirement and assessment perspect
to be considered by OEsupplies, and does not imply that the requirements listed in the
Guideline must be met, and that testing must be done in the way of the Guideline.

Policy Evaluate the outline at a level of detail that is comprehensive and
1 comparable to IDS

Evaluate whether or not a hypothetical attack equivalent to thatadta
attack can be detected and analyzed

Perform IDSactualmachine tests in a test environment that can be
easilyprepared




. Development of IDS evaluation methods and guidelines

Activity Policy: IDS Evaluation Guideline Development

Following approachwill be takento develop IDS evaluation guidelines amahsferto
theindustry groups.

Investigateopen sourcenformation on the latest attack cases against

the vehicle, and investigate and arrange the elements to be detected
by the invehicle IDS.
Summarize IDS evaluation perspectives as "Specification evaluation items".

The output is validated/reviewed through interviews with OEMs and IDS
vendors.

Q Investigate Basic IDS
functionality

e Investigateevaluation
perspectives based on the

specifications

Based on the output of [1] and OEM interviews results from [2], draft "Basic
Identify basic test Test Case" is prepared by arranging the perspectives to be evaluated using the
\EsAEseEiEanEe B actual IDS at the IDS selection and verification stage.

The validity of the draft of the "Basic Test Casam [3] is verified through
e IDS Evaluation tests using tesbed, vehicle bench, etc. and an actual IDS, and challenges are
identified

The challenges identified in [4], the "basic test case" is reviewed, and the
"method to identify test requirements from new threats" is identified in similar a

e Develop IDS Evaluation
manner as identifying the "basic test case" from the attack case.

Guideline

The output of [15] are consolidated into "IDS Evaluation Guideline" and
transferred to relevant industry groups, leading to practical development and

e Deployment for practical
operation in the automotive industry.

use




a. Development of IDS evaluation methods and guidelines

Activity a. Approach(1/3)

Develop drafts of "Specification evaluation items" and "Basic test cases" based on
attack information and papers on past cars, public information survey on IDS product
etc. and conduct interviews with OEMs and IDS vendors, and conduct IDS actual
machine surveys to verify the validity.

Identify basic test items/investigate test

Investigate evaluation perspectives based C

method

the specifications

. ) . Summarize IDS evaluation perspectives as
Investigateopen sourcenformation on the latest atta¢k| ,, e o . :
: ) . : Specification evaluation items". The output is
cases against the vehicle, and investigate and arran : : : : :
" validated/reviewed through interviews with OEMs and
the elements to be detected by theéhicle IDS. IDS vendors

INPUT

INTPUT

A Web attack information, papers A Detection function required by IDS (security event)
A Results of FY2019 Attack Scenario Survey and A Disclosure of IDS information (including results in
Ana'ysis ﬁscal 2019)
A OEM, IDS vendor interview

OUTPUT

OUTPUT

A Detection function required by IDS (security event)| A List of Specification Evaluation Items

N—r




a. Development of IDS evaluation methods and guidelines

Activity a. Approach(2/3)

Develop drafts of "Specification evaluation items" and "Basic test cases" based on
attack information and papers on past cars, public information survey on IDS product
etc. and conduct interviews with OEMs and IDS vendors, and conduct IDS actual
machine surveys to verify the validity.

|dentify basic test items/investigate test IDS Evaluation

method

Based on the output of [1] and OEM interviews result{ The validity of the draft of the "Basic Test Cag&im
from [2], draft "Basic Test Case" is prepared by [3] is verified through tests using tdsed, vehicle
arranging the perspectives to be evaluated using the | bench, etc. and an actual IDS, and challenges are
actual IDS at the IDS selection and verification stage | identified

INPUT

INTPUT

A Papers and guidelines (NIST SP&®{ etc.)

A Detection function required by IDS (security event) A Basic Test Case (Draft)

OUTPUT

A Basic Test Case (Draft)
A Outcomes of examining the test environment

OUTPUT

A Basic test case




a. Development of IDS evaluation methods and guidelines

Activity a. Approach(3/3)

Develop drafts of "Specification evaluation items" and "Basic test cases" based on
attack information and papers on past cars, public information survey on IDS product
etc. and conduct interviews with OEMs and IDS vendors, and conduct IDS actual
machine surveys to verify the validity.

Develop IDS Evaluation Guideline

Deployment for practical use

The challenges identified in [4], the "basic test casg" : o
reviewed, and the "method to identify test The output of [15] are consolidated into "IDS

: . - .. | Evaluation Guideline" and transferred to relevant
requirements from new threats" is identified in similar| . . .

. . - " industry groups, leading to practical development and
a manner as identifying the "basic test case" from the I o
attack case operation in the automotive industry.

INPUT

INTPUT

A Basic test cases (including derivation methods)

A Specification evaluation items A IDS evaluation guideline (draft)

OUTPUT

OUTPUT

A IDS evaluation guideline (draft) A IDS evaluation guideline (First issue)

10



a. Development of IDS evaluation methods and guidelines

Criteria method of detect function

The method to derive the detection criterion from a certain past case was examined c
s policy 2: Evaluate whether or not a hypothetical attack equivalent to that of a priors

attack can be detected and analyzeshown in the activity policy.

1. Obtaining and
determining
attack cases

2. Scenarios of
attack cases and
mapping of
security events

3. Abstraction of
attack scenarios

4. Creating
assumed attack
scenarios

=

5. Judgment of
whether to make
the assumed
attack scenarios
requirements

=

6. Derivation of
detection feature
requirements

Overview

1

2

Select attack cases to be detected by obtaining attack cases.

Attack cases are decomposed into attack procedures for each vehicle compqgnéeeterg and objectives
for establishing attacks are added, attack scenarios are created, and security events that may occur i
attack procedure are mapped.

Abstract attack scenarios to derive attack scenarios that are "equivalent” tcasesk

Taking into account the specifications of H2§uipped vehicles and the possibility of vulnerability, the
abstraction attack scenario will be implemented in-HdBipped vehicles, and the attack scenario that may
be established in ID8quipped vehicles will be created.

Consider specific actions according to the risk assessment methods and response methods defined [
supplier for the assumption attack scenario.

Of the security events that may occur in theemhicle network due to an attack, those that should be dete

by IDS are selected and derived as a requirement. 1



a. Development of IDS evaluation methods and guidelines

Research on fundamental IDS functions (1/3)

The security conferenceweb information and vulnerability information held by 2020
were examined,and 12 casesdirectly relatedto the vehicle were analyzed,and the

securityeventwasderived
Web information and vulnerabilitinformation 1329 6
ResearchPaper 1062 6

Total 2391 12

Security Event Examples

: : . Sending control messages that do not affect basic operation at timings
Behavior of context conflicts on-i. . . . : L :
vehicle NWs inconsistent with the running state, and sending valid diagnostic messag

timings inconsistent with the running state
Network /Attacks on the UDS protocol Attacks on the UDS protocol

Physical connection of fraudulen
devices to the choard NW

Fuzzing attacks on tmehicle NWs Fuzzing attacks from OBD I/F

Connecting External Devices to OBD I/F

Fraudulent behavior Invoking a system call library from an unspecified process
lllegal external communication |Communication with a source/destination outside the car that is not pet
Invalid file system operation Changing Attributes of Important Files (Permissions, etc.)
Fraudulent app installation Installation of regulation apps
Host Invalid log Invalid system logs, application logs

Request Processing Errors to External Public Services More Than a C¢
Number of Times per Hour

High load High CPU and memory load conditions
Changing the Firmware Changing the Firmware

Unspecified frequency of errors

12



a. Development of IDS evaluation methods and guidelines

Research

on fundamental IDS functions (2/3)

The 12 cases covered are as follows.

USENIX Security '20
Technical Sessions

Blackhat USA 2015

Vulnerability
information

Blackhat USA 2019
Blackhat USA 2019

Blackhat USA 2019
Blackhat USA 2019

Blackhat USA 2019

Vulnerability
information
Vulnerability
information

In BT/WiFi wherethe authenticatiorfunctionis defective,OBD donglewas connectedandthe messagevhich disables
theremotelock wasinjectedinto thein-vehiclenetwork,andthe vehiclecouldbe stolen [HaohuangNen,202(Q

In FCA JeepCherokeethe vehiclecanbe remotelyaccessefrom anyterminalon the NW of Sprint, the host(OMAP) of
HU/TCU canbe accessety SSHto the exposed667, andthe FW of the CAN controller (V850 canbe rewritten,and
any CAN messagésteeringbraking,etc) canbetransmittedhroughthe SPL [Dr. CharlieMiller, 2015

The buffer overflow vulnerability of the BT moduleof the DCU (Display Control Unit) suchas Toyotal exusis usedto
automaticallyconnectto an externalWiFi AP, andthe firmware of the CAN controlleris tamperedwith to overridethe
messagdiltering function, and diagnosticmessagesanbe sentto the CAN busby connectingWiFi to the vehicle from
theoutside [Lab, 2027

A commandcanbe sentto a servicewaiting on the TCP port throughOBD I/F or USB I/F of the HU of the BMW, a CAN
messageanbesentto K-CAN usingTOCTOU vulnerabilities,andan ECU canberesetor a seatscanbe movedbackand
forth throughthe UDS messaggZhigiang Cai, 2019

By inserting the updatemanagemenfile of the crafted navigationfrom USB I/F of HU of BMW, and utilizing the
vulnerability of the procesdo analyzethe updatemanagemertile, it waspossibleto resetan ECU canberesetor a seats
canbemovedbackandforth throughthe UDS messaggZhigiangCai, 2019

A bogusbasestationwasinstalled,and the responseof BMW ConnectedDriveservicewas rewritten, and the attacker's
web serverwasaccessedandan ECU canbe resetor a seatscanbe movedbackandforth throughthe UDS messagdy
utilizing the vulnerability of the browseretc [Zhigiang Cai, 2019

A bogus basestation senta NGTP (BMW Remote Service) messagegor ConnectedDriveover SMS, allowing for
unauthorizediseof functionsfor remoteservicegsuchasopeningdoors,hornslights, etc). [ZhigiangCai, 2019

With BMW's vehicle, MITM attacksfor communicationbetweenfalse base stations and vehicles are performed,
signaturedor Provisioningdataaretamperedwith, andthe buffer overflow vulnerability of TCU is utilized to resetECU
andmoveseatbackandforth throughUDS messagegZhigiangCai, 2019

In Viper's smartalarms,a vulnerabilityin the serversAPIs could impersonatdegitimateusersandtrack vehicles,or shut
downengines[PARTNERS,2019

In Daimler MercedesBenz Me App, after stealingaccesstoken used betweenthe applicationand the server,it can
impersonatehe legitimateuser,log in to the serveryvehiclefunctions(suchaslocking/unlockingthe doorthatcanbe used
throughtheapplication)canbeused [NVD, CVE-201818071Detail,201§

Sincetherewere only 256 combinationsor SecurityAccess the attackercould calculatethe keysandbloatthe airbags

[NVD, CVE-201714937Detail,2017 3
1



a. Development of IDS evaluation methods and guidelines

Research on fundamental IDS functions (3/3)

The IDS basic requirements derived from the analysis results of the cases are as
follows.
The specific basic requirements i s st

Major class Small classification ID
SD-FP-1
SD-FP-2
SD-TP-1-1
Error in the data of a singlemessage SD-TP-1-2
SD-TP-1-3
SD-TP-2-1
SD-TP-2-2
Error in relation to previous/next SD-TP-3-1
message SD-TP-3-2
SD-TP-4-1
Detection Context error SD-TP-4-2
Function SD-TP-4-3
SD-TP-4-4
Statuserror of in-vehicle NW SD-TP-5-1
SD-TP-6-1
SD-TP-6-2
SD-TP-6-3
SD-TP-6-4
SD-TP-6-5
SD-TP-6-6
SD-TP-6-7
SD-TP-6-8
SL-1-1
Logging Function SL-1-2
SL-1-3
Notification Function SN-1-1

No false positives

Transmissioncycleerror

Attacks on diagnosticprotocols

14




a. Development of IDS evaluation methods and guidelines

IDS Specification Evaluation Perspectives (1/3)

Based on "Policy 1: Evaluathe outline at a level of detail thatcomprehensive and
comparable tdDSin, a specification evaluation perspective was derived using the
following flow.

IDS specification

Desktop review : o Correction
mvestlgatlon
Selection of D(S\r/iavlitzil?igr?f DS Correction of
elementsfor : Review of . evaluation
evaluation perspective Asking Methods SIS, erspectives and
. (each combination g investigation persp
perspectives of elements) Asking Methods

Overview

1 The quality characteristics of ISO/IEC 25010 System/Software Product Quality Model, which organize
IDS's product life cycle and software quality, are selected as the perspective of evaluation.

Consideratioran evaluation perspective on the characteristics referenced and used in each phase of the
product lifecycle so that you can fully evaluate 1.

Create a list of questions to IDS vendors to assess whether the assessment perspective discussed in
degree of detail that can compare IDS

Based on the created questions list, interviews with IDS vendors (Panasonic Corporation (Japan), ET
4 Corporation (Germany), and Arilou Information Security Technolodszad)) are conducted to verify the
validity of the specification evaluatigrerspectiveand the content of the questions.

Finalization of the specification evaluation perspectives based on verification results, JASPAR, and fe

from OEMs who are assumption readers.
15



a. Development of IDS evaluation methods and guidelines

IDS Specification Evaluation Perspectives (2/3)

The questions to IDS vendors are as follows.

Security

Function
Classificatior

Function

Form of provision

Item

Form of offering a commercial version

IDS provided for PoC

Supported platforms (for SW provide)

Product Type

Basic
Specificat
ons

Protocol

Supported Irvehicle Network Protocols

Supported Top CAN Protocols

Supported Top Ethernet Protocols

Other

Detection method
Amount of used memory

SOC linkage
Communication function outside the car

Detection

Detection Settings

Necessity of DBC file
Information required in addition to the DBC fi

Availability of setting tool

Threshold specification parameter

Detection

Security events to be detected

How IDS vendors adjust detection parametef

Logging/Notification
Setting Method

Logging/Notification Setting Method

SupporteqLogging

Steadystate logging items

Logging items at detection

Notification

Notification Items on Detection

Detailed analysis

Availability of log analysis support tool

Update target (Physical port used)

Recovery|Update

Update target (using OTA)

Proof

1
il Question Option

1

Load condition error of kvehicle network

Connecting unknown external devices or sending
messages

Communication protocol error

Select the
security

Operation outside the specifications of the vehicle
(transmission cycle, data threshold)

Operation that differs from the normal state of the
vehicle defined in the rule (e.g., an error such as a
threshold value for a change in the value)

event to b
detected.

Operation impossible as a vehicle condition (door of
during highspeed running, etc.)
Operations that cannot be considered as the driving
environment recognized by the sensor (left turn steq
operation in the right curve, etc.)
Deviation from rules for source and destination (IP,
based)

Others()

o\ferificatoom theefgadibility of new ideas and concepts and the effects that can be obtained from them



a. Development of IDS evaluation methods and guidelines

IDS Specification Evaluation Perspectives (3/3)

A consideration of the answers to the question list, for the three IDS vendors (six
products), is as follows.

1. Security events

Sincetheresultsof the answersveregenerallysamefor eachcompanyeachcompanysupports
the basic detectionfunction, and it is difficult to make a big differencein the nominal
specificationssoit is not possibleto makea comparativeevaluationof eachcompanybasedon

this item alone On the other hand, part of the functional specificationssuchas the type of

protocol supportedand the detectionfunction of external device connection,are vendor

specific

2. Logging/notification method

It is a prerequisitethat each companyis supportedor can be customized,and basically
customizedbasedon OEM requirements Therefore,by knowing the gap betweenthe
functionality requiredfor IDS as OEM andthe flexibility of the customizationfunction, it is
consideredhatthe comparisorof IDS is possibleto someextent

3. V-SOC operation services

As therearedifferencesbetweernvendorsthat exist as servicemenusand vendorsthat do not,
this item is considereduseful for comparisonand examinationswhen analyzing IDS
monitoring, analysisafter detection,and supportfor responseand recovery as neededare

included -



a. Development of IDS evaluation methods and guidelines

Basic Test Casd (6)

The Security events identified from the attack cases that meet certain conditions are
definedasbasic test requiremesnt

Information collection and analysis Extract

Information source

Attack caself Security events Basic Test Requirements
Paper e =N Y
H-®
Product . = lﬁ‘ - " WY —E RADUITA ML — | e
Analysis Filter
Public
documents

Filter condition s

1. Published in the past (2048021) !, occurring in attacks against vehicle to which any IDS

should respond, and/or;
2. It affects the basic operatiodr{ving, steering andbraking of the car.

1. To take advantage of cases tRhS5&7T2224f) e occurred in the past
2. Attacks that are considered applicable to ot loesofvehiddsi cl es r

18



a. Development of IDS evaluation methods and guidelines

Basic Test Case(0)

The basic test case summarizes the minimum points to be tested in the software unit
when IDS is selected or verified. The sections to be described are as follows.

Category Item Description
TestCaselD Describethe ID
TestCaseName Describethe nameof thetestcase
Purpose Describethe purposeof thetestcase
. SEvto bedetected Describethe SEvto bedetected
Testpoints
Type of attack msg to be f K . ¢ .
iniected Type of attackmsginjectedfor testing

Prerequisites Describethe runningconditionof the vehicle
DerivedSourceAttack Case | Attack CaseDerivedfrom aTestCase

Testenvironment Describeeitherthe simulationenvironmenor the testbedenvironment

Prerequisitespecificationg

of in-vehicle NW Describethe specificationsof vehiclesequippedwith IDS (vehiclesequippedwith IDS).

Describethetestprocedureafterbuilding thetestenvironment

TestProcedure Add sequentiahumbergq1., 2., andsoon)to eachviewpoint
Testmethods Describethe egpected/alueof thetestresult
<HopeDetectionTestCase(SD-FT-*, SD-TP-*)>
Theguidelinespecifiesthattheseinformationwill beoutputto thelDS detectionlog.
Expectedvalue Numberof detection Numberof detected

Detectionbus busdetectedy IDS asSEv (seenextslide)
DetectionType DetectionType (seenextslide)
Reasorfor detection Reasorfor detection(seenextslide)
Messagdo be detected

Remarks Describethe precautiongor implementatiorof the evaluation




a. Development of IDS evaluation methods and guidelines

Basic Test Case3(6)

The definitions of the expected values (detection bus, type, and reason) of the basic 1
case items listed on all slides are as follows.

Detection bus definition

D e Informationbus
Controlbus
PN Diagnosticbus

Detection Type Definition

Detection Type Description
Detectspecific messages
PCEGRE  Detect specific time intervals

Detection reason definition

Reason for detection Description
Incorrect ID Invalid ID

Range Rangeof incorrectdata
Cycle lllegal transmissiorcycle
Variation Amountof changen incorrectdata
Order Fraudulentransmissiororder
Amount Amountof fraudulentmessages
Diag UDS UDS protocolviolation
Diag OBD OBD protocolviolation
Diag DoCAN DoCAN protocolviolation
Diag Err Receivingerrorresponseéincluding negativeresponses)

20



a. Development of IDS evaluation methods and guidelines

Basic Test Casel(6)

An example of a fundamental test case is shown below.

Test points

Test methods

TestCaselD
Test CaseName

Purpose
SEvto be detected

Type of attack msgto be injected
Prerequisites
Derived SourceAttack Case

Testenvironment
Prerequisite specifications of in-
vehicleNW

Test Procedure

Expectedvalue

SD-TP-1-2

Detectingthe extentof illegal databy injecting the PT/chassiansg, body systen
msg

Verify thatmessagethatviolate a definedrangeof signalvaluesaredetected
Rangeof incorrectdata

PT/Chassisnsg,Body Systemmsg

Driving condition Constantvelocity driving
OBD2dongle/Wen(USENIX0)-2
JeepCherokee(BHJSA 2015
Simulationenvironment

Vehicle speedshouldnot exceedbetweerD km/hand140km/h.

1. Theloggingdataof the control systembusof the actualvehicleis injectedinto
the control systembusof CANoe from [ReplayBlock].

2. A total of threemessagesf 141, 142 and 143 Km/h in <Vehicle Speed>are
injectedto CANoe control systembusat anytiming, onemessageat a time from
[i-Generator|by pressinghekey setat the injectiontiming).

3. Confirming thatthelog asexpecteds outputin the IDS detectionlog.

Numberof detectionmessages3
Detectionbus C

DetectionType Specific
Reasorfor detection Range
Detectionmessageqattack msg}

21



a. Development of IDS evaluation methods and guidelines

Basic Test Casé(6)

Assumptiontestenvironmentsanbe broadlydivided into the following threecategoriesAmong them,
sincethe costof the vehicle (bench)environments largerthanthe simulationenvironmentandthe test

bedenvironmenin the testenvironmeniconstructionthis paperexaminest on the assumptiorthatit is
carriedoutin eitherof thelattertwo.

Simulatdenvironment Test bed environment

Vehicle (bench) environment

A test environment that does
not use a actualECU. The
in-vehicle network is
reproduced on the software.

While simulating the ofboard NW,
To meet testing requirements (attacks)
You enter a message in IDS.

Z K —41DS

On-board NW with software
You simulate.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
'

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

An environment constructed
with the minimum necessary
hardware that meets the test
requirements.

An environment in which an
input device equivalent to an
actual vehicle, an ECU, and
an actuator are connected.

Control
system

Control
system

Actuator

Actuator

22



a. Development of IDS evaluation methods and guidelines

Basic Test Casé/(6)

The basic configuration assuming the basic test case is as follows.

Simulation environment

IDS environment

Dedicated HWs or PCs (Linux + Virtual Environment)

Test bed environment

IDS environment
Dedicated HWs or PCs (Linux + Virtual Environment)

Input -i

Input-d

=

Virtual information bus

Attack
Node

]
t

Virtual In -
vehicle
Network
Environment
(CANoe)

Attack
Node

—

Replay
Node

Attack
Node

Virtual control bus
Virtual diagnostic bus

Input-d

Response

!

- Virtual

Diagnostic
Port-Attached
Device

(CANoe)

Attack
Node

Virtual diagnostic bus

23



a. Development of IDS evaluation methods and guidelines

Verifying Test Cases with IDS Actual Machine Test (1/5

The IDS actual machine test is not intended to evaluate IDS, but to verify the validity
the basic test case. The implementation system and contract form of the actual mach
test are shown below.

Organizational Chart of IDS Test

\4

ETAS

_im
pwc

\ 4

OEMA

A\ 4

ARILOU

Provision of Outsourcing of
vehicle parts, etc. development

24



a. Development of IDS evaluation methods and guidelines

Verifying Test Cases with IDS Actual Machine Test (2/5

The basic test case is a baseline from the evaluation point of view, and some of the test methods and

expected values need to be adjusted according to the specifications of the target vehicle (ECU) and ID
the actuamachinetest, the test method and the required specifications for IDS were adjusted based on
specifications of the ECU and IDS provided.

S

o G

Contents of the test method adjusted based on the vehicle (ECU) specifications

Thresholdof the signalvalueto be usedin thetest

Preconditiondor permitting specificvaluesof the signalvaluesusedin the test(definition of the contextin
which a specificsignalvalueis permitted)

Maximumallowableperiodicdisruptionof messagessedin thetest(10%)

Maximumbusloadfor eachbus(95%)

Policy for coordinating and implementing test methods based on IDS specificatio

Testcasedhatcanbetestedwith referenceo othertestcasesareexcluded

Testcasegelatedto functions(remotefunctions,etc) that are not usedin the vehiclein the actualmachine
testareexcluded

Functionsthat are considerecdhot difficult to implement(they canbe developedasrequiredat a costthatis
nottoo high), suchasthe outputof the cumulativenumberof detectionoccurrencesareexcluded

If thebaselDS is ableto detectSEv,butit doesnot detectthe expectedralueof thetestcase(detectioncount,
detectionreason)andif it requiresmorethana certaincostto detectit asexpectedit shouldbe excludedor
IDS requirementshouldbe adjustedwhetherit actuallyoperatessexpectedvhenPoCareusedwith OEM,
or whenit is mountedon a massproductionvehicledepend®n the coordinatiorwith the IDS vendo.

25



a. Development of IDS evaluation methods and guidelines

Verifying Test Cases with IDS Actual Machine Test (3/5

Among the target itemsxcluded *a to ¢ are test cases that are excluded based on the adjustment and
implementation policy of the test method based on the IDS specification defined in the previous slide.
*1-3 are test cases that are excluded based on the specifications of the Base IDS and discussions witt
vendors. The reasons for this are described on the following slide.

Small classification Test Case ID ARILOU
No falsepositives SDFPL : :
SD-FP-2 Not applicable (*a) Not applicable (*a)
SD-TP-1-1
. . SD-TP-1-2 Adjustment (specification of msg Not applicable (*1)
1. Errorin thedataof asinglemessag - -
SD-TP-1-3 Adjustment(prerequisits) Adjustment (Detection target msg
output only to the payload.)
2. Transmissioreycle error SD-TP-2-1 Adjustment (detection count)
' SD-TP-2-2 Adjustment (detection count)
3. Error in relation to previous/neySD-TP-3-1 Adjustment (specification of msg Not applicable (*1)
message SD-TP-3-2 Not applicable (*a) Not applicable (*a)
Detectiol SD-TP-4-1 Adjustment (detection target msg
function 4 Contexterror SD-TP-4-2 _ Adjustment (de.tection target msg)
SD-TP-4-3 Not applicable (*b) Not applicable (*b)
SD-TP-4-4 Adjustment(prerequisite)
5. Statuserrorof in-vehicleNW SD-TP-5-1
SD-TP-6-1 Adjustment(prerequisite)
SD-TP-6-2 Adjustment(prerequisite) Adjustment (Detection reason)
SD-TP-6-3 Not applicable (*2) Adjustment (Detection reason)
6. Attackson diagnostigorotocols SD-TP-6-4 . .
SD-TP-6-5 Not applicable (*a) Not applicable (*a)
SD-TP-6-6
SD-TP-6-7
SD-TP-6-8
SL-1-1
Logging Function SL-1-2 Not applicable (*c) Not applicable (*c)
SL-1-3 Not applicable (*c) Not applicable (*c)
Notification function SN-1-1 Not applicable (*3) 26




a. Development of IDS evaluation methods and guidelines

Verifying Test Cases with IDS Actual Machine Test (4/5

Reasons for exclusion from the Base IDS specification (previous slide*1 to 3) are sha
below.

Comment .
Reasons for Exclusion
number

ETAS/ARILOU's IDS customizesthe systemfor OEMs. However, in order to shortenthe
developmenperiod,the DS actualmachinetesthasa minimumspecificationthat outputsonly
one high-priority detection reason (e.g. "illegal transmissionperiod”) when a periodic
transmissiommessages injected On the otherhand,the original expectedvaluewasto output
(*1) all the correspondingletectionreasongor the attackmessagée.g. "illegal transmissiorcycle"
and"invalid datarange“asdetectionreasons)

This time, the testcaseghat hadthe aboveeffectswereexcluded andthe attackmessagéo be
injectedwassetto "not periodicallysend"in thetargetof thedetectiorrule, etc. wereadjusted

ETAS'sbaselDS doesnot supportsequencingor stateful detectionrules, so sometest cases

(*2) wereexcluded

IDS of ARILOU can be output to other CAN busesfor IdsR module of AUTOSAR, for
example but this time, the messagéransmissiorfunctionto the on-boardnetworkwasomitted
in order to shortenthe developmentmanthour. For this reason,test casesrelated to the
notificationfunctionwereexcluded

§©)
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a. Development of IDS evaluation methods and guidelines

Verifying Test Cases with IDS Actual Machine Test (5/5

The IDS actual machine test environment was constructed based on the basic configuration which was
assumed when the basic test case was examined, and it was confirmed that the procedure shown in a
cases targeted for the test could be carried out as expected. The actual architecture dbdsedDS
verification by AArilou I nformation Security

Simulation environment Test bed environment
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a. Development of IDS evaluation methods and guidelines

Activities for Social Implementation

We had 8 meetings with Jaspar. The guidelines have already been transferred to JAS
in 2022.

October 9, 2020 A Explanationof activity a.

Meeting Name

1st Technical Review
Meeting

2nd Technical Review A Effectivenesf operations
, December 18, 2020 : . . -
Meeting A Counselingegardingequipmeniprovision

A UsageSceneof IDS DevelopmenProcessverification and Assumed
April 14, 2021 BasicTestCases
A Scopeof thefundamentatestcase

3rd Technical Review
Meeting

A Technlgal NI June 28,2021 A BasicTestCaseTestPerspective
Meeting

ST VBEIAIEEL [REEs July 29,2021 A BasicTestCaseTestMethod
Meeting

S Technlgal RS October 5, 2021 A Specificationevaluationpoint of view
Meeting

7th Technical Review

Meeting November 18, 2021 A Explanationof the purposeof activity a. (again)

A Explaining commentsfrom OEMSs that challengesin launchingIDS
February 10, 2022  development
A Verifying scheduleto transfer

8th Technical Review
Meeting
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b. Research on connected car threat intelligence and initial response support

Research objective

The purpose is to investigate the basic specifications of information sharing systems a
information collection methods, and to contribute to the improvement of security
response capabilities in the automobile industry.

V Advantageof informationsharingsystem

OEM OEM OEM
A B C
1 < T _==
\\\I///

Similar attacks
lead tomoredamage

Informationsharingacross companies
reduceddamage

# Theme Outputs For social implementation

Basic specifications fo Hand over to

information sharing J-Auto-ISAC
system

Threat information
sharing

Proactive information Guideline for proactive
collecting information collectin JAuto-ISAC

We established 2 outputs and hand them ovetAotd-ISAC for social implementation.

31



b. Research on connected car threat intelligence and initial response support

Outputs detalils

Il n activity b, we established ABasic
for proactive informati on
We handed them over teAlito-ISAC for social implementation.

NGuili del i ne

Outputs

Purpose and reader

Basic specifications
for information
sharing system

Propose an information sharing system what will improve the cy

purpose security capabilities of the automotive industry.

/ber

Reader wil |l beé

A Organizations who promotes information sharing and analysis about
automotive security
A OEMs and Suppliers involved in information sharing activities.

Guideline for
proactive information
collecting

Propose how to collect threat information proactively.

PUIROSE | 11 guideline can be used as a reference when OEMSs, supplie

Reader will beé

A Industry groups, OEMs and suppliers who want to proactively collect
information about attacks on vehicle systems

32
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b. Research on connected car threat intelligence and initial response support

Activity Policy: Activity b. Research Approach

Following approaclwill be takentodevelopi Basi ¢ speci ficati or
sharing systemo and AGui del i ramdtransberto pr o

theindustry groups.

Basicspecificationsfor information sharing system

1. Basicresearch

We research what
is Threat
Intelligence, and
how is it utilized
for
countermeasures.

2. Examine
methods

The method to
apply method of
threat information
gathering in IT
sector is
examined.

3. Examine
system
specifications

Information
sharing system
nT-Beodo i s
formulated and
system
specification is
examined.

4. Formulation
system
specifications

Formulation the
specifications and
verification the
applicability of
elemental
technologies to
automotive field.

5. Development
the basic
specifications

Based on [2] to
[4], the basic
specifications are
summarized.

6. for social
implementation

Handover the
Output created in
[5] to related
industry groups.

Guideline for proactive information collecting

1. Basicresearch

We research how
do you gather and
analyze
information to
form threat
intelligence.

2. Examine
methods

The method to
apply method of
threat information
gathering in IT
sector is
examined.

3. Experiment
collecting
method

Based on [2], we
conduct
experiments and
evaluate the
effectiveness of
the information
gathering method

4. Extension
collecting
method

Evaluate the
effectiveness of
the information
gathering method
for the extended
method of [3] and
other methods.

5. Development
the Guideline

Continuing the
experiment in [4]
and summarizing
it as a guide base
on the experiment
and [2] to [4].

L

6. for social
implementation

Handover the
Output created in
[5] to related
industry groups.
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b. Research on connected car threat intelligence and initial response support

Examination of basic specifications

Initial response in this activity refers to activities that prevent incidents through

information gathering during normal times and response activities after an incident
occurs.

Phase Description

o Identify threats and vulnerabilities related to owned cars and
Lo EIGISELIONE  systems through information gathering

P re Ve N TIVE L

measures

Take appropriate security measures against identified threats an
Defense vulnerabilities

|

108f0ud siyy ul

asuodsal Jeniu| ay: Jo adoos

Detection Monitoring thevehiclesystem andletectingevents

Counterme o
asures for Response Respond to incidents that have occurred
incidents

Recover incidents that have occurred and take permanent
measures

35



b. Research on connected car threat intelligence and initial response support

Wh at should an I nf orBwact | C

We expressed "F8e" by use case. Use cases are derived from frameworks and best
practices of other industry.

Approachfor formulation of tha @ Beo

E  Frameworks Goal for the system
Maturity level derived | How to share and utilize threa _ Use cases
from frameworks g information effectively? i
E Surveys of other industry +
Best practices
> Use cases
New technologies
CMM for Handling threat information
Lv. Description
4 The companyis awareof cyber securityrisks relatedto its productsor ownedsystemsas

well asits supplychain,andcollectsthreatinformationtimely.
Threatinformationis utilized by the companyandits stakeholdergor incident prevention
andpostincidentmanagementndthe methodis formulatedandregularlyreviewed

Adaptive

*https://www.ipa.go.jp/security/publications/nist/index.html
*https://www.acg.osd.mil/cmmc/aboeus.html

36


https://www.ipa.go.jp/security/publications/nist/index.html
https://www.acq.osd.mil/cmmc/about-us.html

b. Research on connected car threat intelligence and initial response support

Examples: Use cases

Some examples of use cases are derived from frameworks and best practices of othel
industry are shown as follows.

Examples of Use cases from frameworks

Example of Use cases from surveys of

other industry

classification

information sharing Information users analyze unformatted information group

information
utilization

(threat information, vulnerability information, incident
information) and then grasprisks from information relatedto
theircompany

Information sharers organize and formalize unformattec
incident information as threat information and vulnerability
information Information usersgrasprisks from information
relatedto theirown companies

Information sharers search for related countermeasur
information basedon formalized information group (threat
information, vulnerability information), and information users
applythe countermeasure

Information sharers search for related countermeasur
information basedon unformattedinformation group (threat
information, vulnerability information, incident information,
countermeasurimformation), and information usersapply the
countermeasures

process automatior Information usersformalize and associatetheir own product

informationwith relatedproduct/partnformation

Information providers formalize information group
(vulnerability information, countermeasurénformation), and
information users compare whether it is related to the
company'roductandgraspshenecessargountermeasures

Anonymizationof the sourceof informationis possiblewhenthe
informationproviderprovidestheinformation

Information sharersprovide information userswith background
informationandsourcesaswell asindicatorsof informationgroup
(threat information, vulnerability information, incident
information)to the extentpossible

Information sharing among information users and within some
informationusergroups

Informationproviderscansetthe rangeof informationsharing
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b. Research on connected car threat intelligence and initial response support

Schematic image of the sharing system

The basic specifications of the information sharing system are derived from the
viewpoints of information providers, information sharers, and information users.

Information provider

Mail server

File server

Threats/Vulnerabi
lities/Incidents

component
Aregistration form
Aconfirmation screen

[ ] —‘
Information sharing
- ——

L‘ Information

linkage server

Information sharer

File server

Mail server

chat server

o

Information user

B
I

Mail server

File server Information sharing

component
Asearch form

Configuration
management
server

Amatching form
Aconfirmation screen

— ]

[—————}

Information sharing

component

Aregistration form

Asearch form
Amatching form

Aconfirmation screen

Information
linkage server

server

Formalization

Search server

Threats/Vulnerabi
lities/Incidents

1

Matching
server
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b. Research on connected car threat intelligence and initial response support

PoC: Information sharing system

We focused on STIX, TAXII, and-BOM as candidate technologies to realize an
information sharing system. We verified whether these technologies can be applied to
automobile industry.

Information sharing system Information user
Information sharing OEM/Supplier
Make and
Information | — /% <11 format Provide |\ sOC/PSIRT o share BOM
AN

S = LD am | e |soon

Threat
Information TAXII server to share ]
Supplier

Information ‘ 0\ SBOM \

sharing
1 : 1
Supplier Supplier

. = o O
Honeypot "@) < CTF | >
C 2 an " an "

A STIX : Can STIX be applied to the description of threat information about automobiles?

A TAXII : Can the specifications set this time be realized using the functions of TAXII?

A SPDSLite(S-BOM) : Confirm whether it is possible to use the component list described in
SPDL-Lite for the threat information described in STIX.

92IN0S UONEWIOM

Information collection
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b. Research on connected car threat intelligence and initial response support

PoC: STIX

Threatinformation fromreported incidents wasttempted to be described in STIX
forma. Consequenththoughit is able to apply STIX in the reported cases, STIX can be
used more efficiently by standardizing description rules.

Target vehicle type

1 Cherokee (Jeep) It is reported that the ECU firmware can be rewritten through the cellular telep
network, and BCM such as the vehicle's steering, air conditioner, stereo, etc.
operated illegally for the driving vehicle. (2015)

STIX Objects and Relations

Attack Pattern Infrastructure Identity Legend STIX Object
n::;l_:e “Analyze Jeep Wifi Targets 5 ;':;";fﬂi “Jeep Cherokee Y Supplies = ;\nljag::b“irei:tﬁ\;rys\er SZZ'S.pt.on
"description™: “xxx”
| Targets — Relationship —
Re'at:d L > Infrastructure Identity
Attack Pattern _— ;:?;:;—. ;‘iggr:s\lu\(‘ireless .—s:F “,],:me “Sierra Wireless
“name”: “Hacking into th .
intemal network of th Jeep < § Approach;
p—— - Consit o 1. Search for automobile attack
| . .
Related to [azekl incidents reports
Attack Pattern - ez z8 10914 2. Analyze the reports to obtain threat
“name”. “Remote accessto / |nf0rmat|0n
the vehicle” . . .
deserplion” : : 3. Make the threat information into
I nfrastructure Identity ]
Related to “name’: “Renesas ‘_s.,pm-,es— “name”: “Renesas ST I X O bJ e Ct
v / V850ES/FJ3” Electronics Corp.” ~ R . . N
Attack Pattern Targels 4, Us e nr el atributedon s h i p C
namet. Hiack the verick’ < . describeelationsbetweerobjects
"description”: “xxx” T Infrastructure Identity
T “‘name’: “Texas Instruments Supplies ‘name”: “Texas Instruments
OMAP-DM3730" Inc. 40




b. Research on connected car threat intelligence and initial response support

PoC: TAXII

We constructed a PoC environment and confirmed whether the information sharing
method defined in the specifications can be realized. With the current TAXII version 2..
it is difficult to complete information sharing with TAXII alone, and it is expected that it
will be used in combination with other IT technologies.

PoC System
......................... h e ENEMEEANEEEEAEAEAESRRSL  £e A EAEAEAEAEAEAEAEAEAEA RN RSN SN SN SNENANANANANANANANANANARANANARARARARARRRRRRRRRRRES
! Device of : i Device of o ! Devices in Informationuser_ _ _ _ _ _ _ _ _ _ _ _ .
: Information : Informatlon sharer : : Device of supply chain 4 :
: Pm\”der < . Device D Device E Device F l:
: Device A o T I TAXII client TAXII client TAXII client | :
!|  TAXII client K H I
2 7 Device C
: i | TAXI server
Device B : - .
TAXII server P o Device |
- : TAXII client

Examples of PoC test cases

Informationsharingto the entireindustry Informationsharingfrom deviceC to devicesD, E, F, G, H, andl
2 Informationsharingto specificgroupswithin supplychainA After savinginformation from deviceD to device C, shareinformation
only to devicesE andF

3 Information sharing to specific individual company within After savinginformationfrom deviceD to deviceC, shareinformation
supplychainA only to deviceE
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b. Research on connected car threat intelligence and initial response support

PoC:SPDX-Lite(S-BOM)

Confirm whether it is possible to use the component list described in-&R®for the
threat information described in STIX. Since the threat information may not include the
software name and version name, it can be used efficiently by including the device nal

and manufacturer in the BOM.

Prepared component information

content lel2 M Hardwar SoftwareSoftwareSupplier Hardwar SoftwareSoftwareSupplier Hardwar SoftwareSoftwareSupplier Hardwar Software Software
e A A1 _Al11 B e B B1 B11 C e C _C1 _CGi11 D e D D1 D11

Compare SPDLite with STIX
_---____E__---

|dent|ty attackpattern ipv4-addr  infrastructure

. Texas
= Renesas Instruments
Conten Prime V850 OMAP 2128 103144Sierra WireIessV850 OMAP-
CherokeeAR555 controller chip T AirPrime AR555C
processotDM3730
system

- - - Creator Organization DocumentName
S—BOM

. . . Software_Software_Software_Software_
conten - - - - SupplierB  SupplierC  SupplierD A1 B-1 c1 D-1
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b. Research on connected car threat intelligence and initial response support

Summary

We hope that cyber security in the automobile industry will be improved by referring to
the basic specifications created in this research study.
Followings show some options to utilize our outputs.

A

Information sharing activities will be further improved by developing an
iInformation sharing system based on the specifications and operating it
continuously.

The specifications will help OEMs/Suppliers to cultivate further
understanding of technology trends in foreign countries and other industrie

Promote security research on the connected service side, which each
company independently investigates and responds to, across the industry.
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b. Research on connected car threat intelligence and initial response support

Threatinformationcollectingmethod

The purpose of this study is to establish a threat information method in the automotive
industry. We experimented whether it is possible to collect automobile threat informatic
using Playground and Honeypot, which are already used in the IT field.

on on
Der

er

Purpose A Establisling methods fogathering and accumulatidhreat information in the car domain.

A In the IT field, various methods have been tested and operated to actively collect threat informat
the trends of cyber attackers, attack methods, etc., and they are useful for the construction of cy
intelligence.

A In the connected system, the threat information can be collected by the same technique, and cyk

Whatlf intelligence can be constructed.
. x - -"
, &, <] Q
Fixed point :
observation Honeypot Playground Bug Bounty OSINT gathering
Gathering A Cyber Attacker Properties (Indicators such as IP Address and URL)
information A Attack operand{(TTPs of attack codes, malware, etc. attempted)
A Attack patterns on connected systems are organized, and the possibility of collecting threat infor
Approach in connected systems is evaluated through actual observation experiments using the threat infor
collection method in the IT field.

mation
mation
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b. Research on connected car threat intelligence and initial response support

Expectation on Playground and Honeypot

The expectation of honeypot and CTF in this project is not to obtain specific threat, bu
to find out if are the methods beneficial to obtainredated threat and organize them for

future use.

Background:
A At the moment, attacks on connected cars are rare.
A In addition, no largescale targeted attacks on connedais, secalled attack

campaigns, have been identified.

——

Honeypot and CTF are used to find out the following:

internet?
2, A Are there any devices that have been accidentally exposed to the

internet?

. %‘ A Are there actually connected cars being accessed from the

How do virtual attackers (CTF participants) attack cars?
What motivates the (virtual) attackers?

To I
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b. Research on connected car threat intelligence and initial response support

Purpose: Playground

The purpose is to investigate what kind of cyberattacks are conducted against connec
vehicles. Investigate the attacker's motivation (attack purpose) and behavior such as

access and details.

|I
Participants System ccooooooooooooooooooes -~
PUrDOSE We want to knowé |
P Attack, Activity, Behavior 4 5 —
\ ! E <—— >
Attack =
. : - ) -

A Targeting vehicle control, acquisition of : Server Vehicle
vehicle information, etc., the participant will ‘ Off-board On-board
attempt to attack the target system. | .V  TTTToTToooommoeeoes '

Plan : . :

A Obtain knowledge for quick detection of Collecting information
attacks based on observations of attackers'
attack techniques and methods, etc. E Observer

Advantages for playground
AAbl e to know attackerods motivation anc

ATrace attacker 6s behavior by checking
A Improve cybesecurity measures based on the collected information.
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b. Research on connected car threat intelligence and initial response support

System configuration of Playground Platform

We built a platform that replicates/mimics the vehicle, connected services (servers anc
user portals or apps) to hold a CTF wi
The platform is a cyber attack verification system consisting of a connected server,
telematics unit, and vehicle simulator.

Connected Part Telematics Unit Part Vehicle Simulator Part
Server g;#
. ; | |
Application

@ Database Webcast
) System

Web
Application

www

TCU p— Vehicle Sim

\\\\\\”””/////

. d

<

User Application TCU Vehicle and dashboard
( Owner 6s por (RpiSIM, Dongle)
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b. Research on connected car threat intelligence and initial response support

Platform Features

The platform implements the following main features as connected functions
Users can operate the vehicle (simulator) via connected services.

Telematlcs

Connected Service Part Vehlcle Simulator Part
Un|t Part

- Functions for Dealers Communication Functions Simulation

_ Management Portal Screen Send and receive SMS CG Model of Vehicle

_ Vehicle Management TCU communication protocol
(SMS+HTTP) Body ECU

" ning onheright . I S
Chassis ECU

Powertrain ECU

Air conditioning and active

{||||

testing
v
Functions; Implement SMS communication methods and request
Doorlock/unlockfor owners relay methods

Active test for dealers



b. Research on connected car threat intelligence and initial response support

Overall picture of Playground

Observation and analysis of car attacks by white hat hackers via connected services
during the contest will contribute to the elucidation of the characteristics and behaviore

traits of these attacks.

participant

=

Attempted attack l

A

| A TS

i {i
- 1l
-l
B T g

Telematics
Control Unit

snyels a[oIyaA
JO Yoeqpaa-

= vehicles

M

4

streaming -« S

simulator
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b. Research on connected car threat intelligence and initial response support

Playground results

In our playground, we defined "web application"”, "server" and "TCU" as the attack
surface for the vehicle, and investigated the motivation and attack method.

Playground system architecture

) Public Cloud K Raspberry pi
» related device

Windows Note PC i

Front part Server part ! TCU part

; ! Testbed part || Simulator part

Cent OS
: b C . N P ;
; Nginx N R ¢ || Communicat 2 CANoe |
React f o || ion control v 16 Pro Unity :
! IR program 1130 !
: WebApp || [[10f] | N ke |

______________________________________________________________________________________________________________________

Examples of revealed motlvatlons and attacks

Tried attacks

WebApp A API survey A Analyze downloaded JavaScript
A Analyze login process and APIs

Server A Analyze overall picture of WebApp and the A WebApp code analysis
usage of APIs

TCU A Compromise TCU A Survey on buffer overflows and USE
AFTER-FREE vulnerabilities
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b. Research on connected car threat intelligence and initial response support

Purpose: Honeypot

The purpose of Honeypot iIs to observe
Internet against vehiclmounted devices such as routers and gateways which devices ¢
exposed to the internet. o

Background Purpose of Honeypot

N
w

Retrofit/built-in

vehicle to vehicle .
(v2v) device Internet
vehicular mobile attacker
________ Q‘ Internet
% R P Al \.
m N3G vehicle to
Que il 2 backend (V2B) __-
VANET 2 S~ ) i
i Ss & ﬁ third-party
’ - N o =S rovider
( A)) ______ 0 @ : ) - ~ p
= | 5 = A ’ % 1
roadside unit Q; : >
(RSU) D 7 e Internet
vehicle to infrastructure -
(V21) driver's .
smartphone i
Vehicle Base station

As car become more automated and Our scope of Honeypot iSrect attack®n onboard
connected, security issues on vehicles are devices received from the internet.

changing.
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b. Research on connected car threat intelligence and initial response support

Vehicular Honeypot

The point of vehicular honeypot is to attract attackers and obtain insights and knowled
of attack trends and attack methods.

Therefore, a system that imitates anrbmard device that can be accessed from the
ternet, exposed it on the Internet, and operates it as a honey pot.

Expose a system that imitate an 0
board devices.

&helnternet
. @

AN

, A varietyof attackswill receivedon
thehoneypot

E.g. systemscanning,loT malware
attacle

»,

By analyzing received attacks (logs), w
can obtain knowledge of attack trends apd
attack methods.
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